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1. mIaaaslilsunsa SafeNet Authentication Client Version 10

kg v
{a A A e &R A &

1.1 N3N LAaa LUTUNTUNRIAAIUEN% LN UANAIAAAIRILATBIABNNIADT

SAC 10 &%5U windows 32 bit

SAC 10 &%5U windows 64 bit

1.2 iNN3AANUN NN “SAC-x64.msi” %38 “SAC-x32.msi” aNNTUBBI Windows Algan

< A
AMNBULRAN Install

[ 3 = | Downloads

Home Share View

- v 1 ¥ » ThisPC > Downloads >
~ Today (2)

»
A 4l 0|

I e I e
» gL i,
*

SAC10_8-x64.msi |l SACT0_8-x32.msi

1.3 ﬂﬁﬂl!&l Next biNal3NAnaIl15unT8 SafeNet Authentication Client Version 10

ﬁ SafeNet Authentication Client 10.8 R9 Setup X

Welcome to the SafeNet Authentication Client

T H A L E s 10.8 R9 Installation Wizard

Wk

The Setup wizard will install SafeNet Authentication Client
10.8 R9 on your computer. To continue, click Next.

It is strongly recommended that you close all Windows
programs before running the Setup wizard
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http://www.thaidigitalid.com/download/driver/SAC10_8-x32.msi
http://www.thaidigitalid.com/download/driver/SAC10_8-x64.msi

1.4 \enmlTaaaslysunsy SafeNet Authentication Client Version 10 uazl#iin @ingn ( v)aani

“Use the existing configuration settings” Lm:ﬂm'qlu Next

ﬁ, et Authentication Client 10.8 RS Setup x
Interface Language

Select the interface language. T H A L E S

Select the SafeNet Authentication Client 10.8 RS interface language:

I English ~ I

Setup has detected existing configuration settings

I ["Juse the existing configuration settings I

InstallShield

1.5 1qan “ accept the license agreement” Wasansudanlulunsfinaslusunsu SafeNet Authentication

Client Version 10 LLa:ﬂm!M Next

X

License Agreement

THALES

Please read the following license agreement carefully.

THALES SOFTWARE LICENSE TERMS
SafeNet Authentication Client

Legal notice:

Thales software is not sold; rather, copies of Thales software are licensed all the way
through the distribution channel to the end user. UNLESS YOU HAVE ANOTHER

AGREEMENT DIRECTLY WITH THALES THAT CONTROLS AND ALTERS YOUR USE OR
DISTRIBUTION OF THE THALES SOFTWARE, THE TERMS AND CONDITIONS OF THE
APPLICABLE LICENSE AGREEMENTS BELOW APPLY TO YOU. Please read the agreements  ,

@ | accept the license agreement I

()1 do not accept the license agreement

InstallShield
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1.6 1Ranfaglun13iiaas 1usuniu SafeNet Authentication Client Version 10 uaznatla Next

9 Setup X

Destination Folder

Click Next fo install to this folder, or click Changetoinstaltoa T FH /A LE S

different folder.

&

Install SafeNet Authentication Client 10.8 R9 to:

C:\Program Files\SafeNettAuthentication\ Change..

InstallShield

1.7 Lﬁaﬂg‘ﬂLLUUlunﬂiaﬂﬁdIﬂiLmi&l SafeNet Authentication Client Version 10 13 “Typical” AININ

LLa:ﬂ@]‘L!%J Next

Setup Type

8 R9 Setup >

Select the installation type. T H A L E S

® Typical

i

Installs the cryptographic interfaces (PKCS#11 and Microsoft
Crypto Providers) for supported devices

(O Minidriver Profile

i

O ‘Custom

8

InstallShield

Installs the cryptographic interfaces (PKCS#11 and Microsoft
Minidriver) for supported devices

Use this option to choose which middleware features you want
installed. Recommended for advanced users.

< Back I Cancel

1.8 ﬂ(ﬂl'ju “Install” LWaL3NAAAI1U5uNIN SafeNet Authentication Client Version 10

X

The wizard is ready to begin installation T H A L E S

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click
Cancel to exit the wizard.

InstallShield

< Back install Cancel
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1.9 uaaInIina8lUsunIN SafeNet Authentication Client Version 10 fifn dgﬂﬁ(ﬂ(ﬂ

<o

ﬁ SafeNet Authentication Client 10.8 R9 Setup - X

Installing SafeNet Authentication Client 10.8 R9

THALES

The program features you selected are being installed.

_{GE] Please wait while the InstallShield Wizard installs SafeNet Authentication
I'_s.:-.’ Client 10.8 R9. This may take several minutes

Status

InstallShield

1.10 BINBLRAINITAAAILUIWNTN SafeNet Authentication Client Version 10 #1153 LLa:n@lﬂ]u “Finish”

SafeNet Authentication Client 10.8 R9
THALES has been successfully installed.

1.11 Wadasnsltawlisunsy SafeNet Authentication Client Version 10 M#i&81 Token waztaaniilan

“SafeNet Authentication Client Tools”

SafeNet Authentication Client Q

SafeNet Authentication Client Tools
F
Search the web

P 5a-See more search resul ? Open

£ sap pen file location

: Samsung
Safari
Salesforce
sam’s club login
D save my exams

Settings (2+)

L safeNet Authentication Client Tools
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2. N119 Initialization Token

Initial Token vJJ#35N1T format Token LNa@IAn Token &I VBITa Token, IWR Token (User), SWa
Token (Administrator) lag##391n Initial Token W83 Jaaalw Token azwialuvanaa laasnsaisen
Y - [y A o & o Y oA o LA L o "
sagadulannnads amudlinuaisaaseutayalu Token Tdsfinslinuadwiald neuriins initial

Token ﬂqﬂﬂ%’q

FWABWNIIAIALINA (Initialization) TWNU Token
2.1 anilnaauazfinailusunsa SafeNet Authentication Client Version 10 (m1uﬁ%ma%1%ﬁaﬁ 1)

2.2 /80 Token nuAauNILaasuazidalisunsy SafeNet Authentication Client Tool @3N

- SafeNet

Q SafeNet Authentication Client

© safeNet Authentication Client Tools
Settings
Skype
Snip & Sketch

Solitaire & Casual Games

Sophos

Sticky Notes

Type here to search M

ko)

a_de o 4 A o
2.3 A8NN tyanmﬁﬂmﬂad Fadwnsinusnuaslisunsy SafeNet Authentication Client Version 10

5 SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client abi?e

/ Rename Token

Test
hkkk Change Token Password |
| ﬁ. Unlock Token |

| @ Delete Token Content |
| p View Token Info |

thalesgroup.com
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2.4 ARNINT8 Token INNWULAAN “Initialize Token”

@ SafeNet Authentication Client Tools

SafeNet Authentication Client

- X

THALES

01?76

v -(S) SafeNet Authentication Client Tools

v 4% Tokens
P viw Test
> 5] Usercerfic]  nifialize Token... |
i > [E] Omphan Obid
4% Settings Log On to Token...
46} Client Settings Change Password...
Import Certificate...
Rename Token...
Log On as Administrator...
Change Administrator Password...
Set Token Password...
Unlock Token...
T Token Password retries remaining
Maximum Token Password retries
Token Password expiration
Administrator Password

Administrator Password retries remainina

DREREN BELED

1 Test ~
Hardware
SafeNet Token JC 0
(Ox027d8fac
32767
16.0
027D8FAC
SafeNet eToken 5110
Token JC
Unknown
eToken Java Applet 1.7.7
10.02.0)

thalesgroup.com

2.5 188N “Configure all initialization setting and policies” LLa:ﬂﬂﬂu Next

@ Initialize Token - Initialization Options

SafeNet Authentication Client

Waming!
This operation will delete all token content.

X

THALES

Please choose the way you want to inttialize the token:

(O) Preserve the token settings and policies

(® Configure all initialization settings and policies

I DI ddan13lF91u Token
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2.6 ¥NNN3AIA1 Token uaad

o
o

2.6.1 7978 Token

[

2.6.2 ¥NN138U Default Password naw 31niuliad User Password lvisiuaztiugi User Password

Tnaj

2.6.3 dyansaiangn () aan aneuniTanina “Token password must be changed on first
logon”

o

2.6.4 ¥NN138U Default Administrator Password 181 31n% b9 Administrator Password AsiLaz

tiugiu Administrator Password bl

**;ﬁ“ﬁ/\‘i’mﬁ%ﬂuﬁaoﬁd Administrator Password 1Walglunsday User Password

2.6.5 NALJ Finish WNBEIEUANIHN Initial Token

;5; nitialize Token - Password Settings >
SafeNet Authentication Client THALES
2.6.1 |-+ Token Name: [Test ]

2.6.2 » Create Token Password
[] New Token Password:

sessseses I

Confirm Password:
Logon retries before token is locked: II =
_> [] Token password must be changed on first logon
—P Create Administrator Password

LA LA L L L] |

[] Create Administrator Password sesssnssee I
Confirm Password: |..c...¢..- |
Logon retries before token is locked: 15 2
Cument Language: EN
] One4actor logon

< Back Finish Cancel
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3.

Q

msmmaauﬁaga‘lmmaw

3.1 18anTa Token UazARNNIATY

ayfl,u Token MIRYA

@ SafeNet Authentication Client Tools

'
o

SafeNet Authentication Client

- X

THALES

201?28

v -(8) SafeNet Authentication Client Tools
v -« Tokens
— T

Y
i v : User certificates l
: i UIB i

5] visn lnwdddis lod
[F] v3un lnuddde lod
- Byt Tnwddia led
> [E) Ophan Objects
| %k Settings

46} Client Settings

< >

DEREN|EELSE D

Token name - Test ~
Token category Hardware

Reader name SafeNet Token JC 0
Serial number 0x027d8fac

Free space (minimum estimated) 32767

Hardware version 16.0

Card ID 027D8FAC

Product name SafeNet eToken 5110
Model Token JC

Card type Unknown

0S version eToken Java Applet 1.7.7
Mask version 10.0@.0)

Token Password Present

Token Password retries remaining 15

Maximum Token Password retries 15

Token Password expiration No expiration
Administrator Password Present

| Administrator Password retries remainina 15

thalesgroup.com

ﬂ‘]ﬂniﬁﬂ?ﬁ “>” e User certificate ‘v\ﬁ'ﬁ]aaumm’luﬁ’mawﬁmm

©“ A a_4d9 o a v v | v v o & A
3.2 @ULUﬂﬂaﬂYliﬂiUiade‘J‘ﬂ@]ﬂﬁﬂﬁi@li’)%ﬁﬂﬂﬂ’]%‘ﬁ?EISJE’J ‘Hu’]‘ﬂﬂ‘ﬂﬁ:ﬂ‘i’]ﬂQ‘Hu’]@]"lx‘llﬂi‘]_lia\‘]ed"llull'] LL&ZVIJJ‘YI

o o 4
Loy “Details mﬂﬂﬂlUiﬂiﬂﬂ"dﬂﬁLLﬁ(ﬂd"ﬂuM"l

@ SafeNet Authentication Client Tools = X
#  Certificate x THALES
Genera Certification Path
SafeNet Aut| ... w e Bi?e
Field Value fo]
3 SafeNet Authertication Client Tools [ serial number 2d92637eff
4§ Tokens | Isignature algorithm sha256RSA
v-® Test |_signature hash algorithm ~ sha256
v @fefﬁfdes i [ rssuer Thai Digital ID CA G3 (test), T... A
el P ] vaiid from Wednesday, May 21, 2025 3:...
S L [ ]vaiid to Thursday, May 21, 2026 3:23:...
i Bl e 1"“'_'3“_‘ 1"}‘ wiw Inodivia ad $1ia, TL...
5 = "'"':“' MY | Eloubkc bay RSA 7N4R Rite) b
-4k Settings [CN = wim Tnoasvia 1ad a
46} Client Settings 2.5.4.97 = TIN-0105543112679 154494;330313032.. X

IO = Thai Digital ID Company Limited
IC=TH

Edit Properties... Copy to File...

thalesgroup.com
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4, ﬂ'liﬂﬂiﬂ%ﬂiﬂ\‘i“l 2an31n Token

4.1 aRnAdyanBignas < > * iwata User Certificate lUsunsuazuaasluiusesy Adaglu Token
NINNA
@ SafeNet Authentication Client Tools = X

THALES

SafeNet Authentication Client 2012 ¢

v -(8) SafeNet Authentication Clent Tools  [5] [5]
b4 #5 Tokens
- Issued To Issued By Expiration Date  Pumposes
5] wasn coda | Blussi ™ aida Thai Digtal [DCAG3fe.. 10-Aug-2026  Client Authentication
[5] u3sn nwasva Tod | [ilussn lnwdsda lod 61 ThaiDigtal IDCAG3ge.. 21-May-2026 Al application polici...
| [5] viun lnuasia lod [Eluzdgn lnudda lod s1.. Thai Digital IDCAG3 gte... 10-Aug-2026  Client Authentication
- [5] uidn nuddis lod [F)ussn lnuddsia 1ad é1..  ThaiDigtal IDCAG3 fe.. 10-Aug-2026 Al application polici...

thalesgroup.com

v [

4.2 MNUUARNVINNIUTUTEIY NABINITAL La2Lian “Delete Certificate”

@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client @012 2

{8) SafeNet Authentication Client Tools BES
v -£% Tokens
A S Test Certificate:
v Gl Usercerticates Seral number 03 87CB 0788 2C 45 DD =
I T T R —
Pl E] uivn lnwds Set as Default um ‘ ‘aiia
(5] wisn nuds Set as Auxilia 1] MLCHET et}
| Y 25-un-2025
i E] uiin lnudd
> [E] Omphan Objects Setas kSP Sy A
3 .40 Settings Delete Certificate Client Authentication
: " . ] S v
18 Client Settings l—m_po —_— CN=u3sit 10.2.54.42-400e 0857l 54e0rtaseCd.
Private key:
Cryptographic Provider eToken Base Cryptographic Provider
Container name 7D61812DB2734091
DEESEDC10A90729E0597 FEAB6B 4A56 3A 11 ABF2 BAB...

I DI ddan13lF91u Token
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4.3 ldsunsvazuaasniindranatugunsaulususasy 1ﬁnﬂﬂu OK

@ SafeNet Authentication Client Tools - X ‘

THALES

SafeNet Authentication Client 20128

§) SafeNet Authentication Client Tools B2
4 4; Tokens
V& Test Certficate:
v () User certficates Senal number 0387CB 0788 2C 450D A
AT ] uien 13Aa
5] wdn Tnudsiis ad 918 Delete Certificate x

5] uisn Inudsia 1ad ad
= [5] uign Inuasa lad dv

» [[F) Orphan Objects

: . | . This will delete the certificate. Are you sure?
i B # Settings you
L {;\’;‘f Client Settings rzmmm&ms. .
>
l 0K I Cancel hm

Container name
Modulus DE ESED C10A 90 72 9E 0597 FE AB 6B 4A 56 3A 11 ABF2 8AB...
Key size 2048 bits
Key specfication AT_KEYEXCHANGE

Sign padding on-board No
Token authentication on... No

thalesgroup.com

4.4 vasanunlydsunsvazlila Token Password udanazlu OK 8nass

@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client @012 e

(® Token Logon X
§) SafeNet Authertical
* &% Tokens
v '?@ Lol SafeNet Authentication Client THALES
g ::: Enter the Token Password
N E-‘phu;: Token Name: o Test
i 5 setingy Token Password: £ 0b894e DbBaae (b8, ¥
46} Client Settings : | i >
UITent Language:
OK Cancel
B 3A11ABF28AB..

thalesgroup.com
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4.5 Il]‘iLLﬂill uaEdLRAINAMIaUlUTUTa Y&

@ SafeNet Authentication Client Tools - x

THALES

SafeNet Authentication Client @012 e

? SafeMet Authentication Client Tools @ @ ﬁ
¢ -a% Tokens
v-® Test Centficate:
v ] Userceticates Serial number 0387CB 07 B3 2C 45 DD A
AT ] uisin sia

i[5 wisin Inuddvia lod dréa | Delete Certificate
i [5] uisdin Inpasia 1Tod dria
i L] uidn Inudda Tod drda
I= i
! _ %h:;oh"d’ 0 Certificate was deleted successfully,
~-4C} Chient Settings

thalesgroup.com
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5. n19 Import Certificate File 121 Token

5.1 13 Import lususasy Juluuy PKCS12 (winanalna .p12)

5.1.1 aAn2NTa Token waztian “Import Certificate...”
@ SafeNet Authentication Client Tools - >

THALES

SafeNet Authentication Client 012 ¢

v-@S:feMmcahonCiemTwls PHIREN BPEIMN R

—_— Teat ~
T Cet Initialize Token... Hardware
] wan SafeNet Token JC 0
[T wisn Log Off from Token 0278 on
| . ac
. 5] wisn Change Password... 32767
> Orphan O
| 2§ Settings |  Import Cenificate.. | 160
.46} Client Settings Rename Token... 027D8FAC
SafeNet eToken 5110
Log On as Administrator... Token JC
Change Administrator Password... Unknowr
eToken Java Applet 1.7.7
Set Token Password... 100(0)
Unlock Token... Present
‘oken Password retries remaining 15
Maximum Token Password retries 15
Token Password expiration No expiration
Administrator Password Present
< > Administrator Password retries remainina 15 it

thalesgroup.com

5.1.2 ldsunsuazuaasnsinenstuun laslwifan “Import a Certificate from a file”

@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 20128
VRN G mecatcae T x|

et : .
i mé SafeNet Authentication Client THALES

>Eaq

o #S certificate store
40} Client
ort a i e from a fie

@) Import a certificate fi fil

Sign padding on-boand Yes

Supported key size 2048 bits

ECC Supported

CSP eToken Base Cryptographic Provider
KSP SafeNet Smart Card Key Storage Provider

thalesgroup.com
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2

5.1.3 MNumAaN SluTUTdY (p12) Aidaamsinidh Token waznayy “Open”

@ SafeNet Authentication Client Tools - >

THALES

SafeNet Authentication Client @012 e

(S Certificate Selection X
4 Bl > ThisPC » Desktop » v O Search Desktop »
Organize v New folder Bz~ [N 0
RAsfiuuusn L) Name Date modified - Type Lol
O This PC I 2 NEWD6299131255009999_250714083908.p12 I 7/14/2025 8:39 AM Personal |
7/8/2025 8:01 AM File folde:
7/4/2025 9:49 AM File foldes
6/30/2025 9:04 AM File folder
6/27/2025 10:32 AM File folde:
6/26/2025 2:37 PM File folde:
6/24/2025 10:36 AM File foldes
5/29/2025 10:10 PM File folde
4/29/2025 2:19 PM File folde
1/29/2025 2:03 PM File folde:
12/9/2024 9:29 AM File folde:
7/24/2024 2:57 PM File folder w
¥ Network v < >
File name: | NEW06299131255009999_250714083908.p12 VJ |C€fﬁﬁ€ﬁt€ﬁ|ﬁ (".pfh;".p127.ce v
| Open I ‘ Cancel

5.1.4 ¥n3ld password TWalu3uTe99 (p12) udnatlu OK

@ SafeNet Authentication Client Tools - x

THALES

SafeNet Authentication Client 201928

v -(S) SafeNet Authentication Client Tools

Y "é.fgkﬂ (S PFX or P12 Password ) X .
SafeNet Authentication Client THALES

Enter the PFX or P12 password: | ‘

Current Language: EN

"FIPS Profile FIPS 1402 B3inialized

Sign padding on-board Yes

Supported key size 2048 bits

EE Supported

cspP eToken Base Cryptographic Provider
KSP SafeNet Smart Card Key Storage Provider

thalesgroup.com
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5.1.5 WHIBUFAINT Import certificate #1139

@ SafeNet Authentication Client Tools = X
THALES
%) SafeNet Authentication Client Tools PEAREN BELSE@
‘-a9 ;I'_okms
v Tes
< @ T et ;i:nane _ Test ~
i 5] wasn Tnwddia 1od s cotegory. flapders o
(5] y3sn lnudda lod d1dm | SafeNet Authentication Client Tools X "
> Orphan Objects
-4 Settings
oy i
ﬁ Chorik Sattinga 0 Certificate was imported successfully.
len 5110
B
WMask version 100@0)
Token Password Present
Token Password retries remaining 15
Maximum Token Password retries 15
Token Password expiration No expiration
Administrator Password Present
\i l‘ Administrator Password retries remainina 15 >

5.2 113 Import lususasy Juluuy PKCS11 (winanalia .cer)

5.2.1 auidandni R lUTUTE9Y mmqavl,wa‘ crt

Name 5 Certificate *

» certificate.crt General Details Certification Path I

La Certificate Information

This certificate is intended for the following purpose(s):
«2,16.754.1.1.2,1.1.10001.1
» Al application policies

*Refer to the certification authority's statement for details.

Issued to: vTEw Iveddva lad $iin

Issued by: Thai Digital ID CA G3 (test)

valid from 5/21/2025 to 5/21/2026

|nstall Certificate...| [ Issuer t

I DI ddan13lF91u Token Page 16 of 28



5.2.2 1INUULAANUNL Details waznazlu “Copy to File...” tharmaudaswaliidu .cer

a Certificate X
General Details |Certification Path
Show: | <All> M
Field Value A
=] version v3
| serial number 2d92637eff4e211a
[j Signature algorithm sha256RSA
[j Signature hash algorithm sha256
(= |1ssuer Thai Digital ID CA G3 (test), T...
-] valid from Wednesday, May 21, 2025 3:...
| -]valid to Thursday, May 21, 2026 3:23:...
=l ihiart 1i¥n Tneddia 1ad hda 71 Y|
Edit Properties. .. Copy to File...

v v ' . . J YV o 1
5.2.3 "190CURAINUIAN Certificate Export Wizard 21N lﬂﬂﬁﬂ’l‘iﬂm_!u Next

X

&+ Certificate Export Wizard
Welcome to the Certificate Export Wizard
This wizard helps you copy certificates, certificate trust lists and certificate revocation

lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.
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5.2.4 1INUWLABN “DER encoded binary X.509 (.CER)” u&naila Next 8ne3s

x

& &* Certificate Export Wizard

Export File Format
Certificates can be exported in 3 variety of file formats.

Select the format you want to use:
I (®) DER encoded binary X.509 (.CER) I

(_) Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

the certification path if possible

ange - PKCS =12 (LPF

certificates in the certification path if possibl

de all

ate key if the export is success

elete the pr

1 1 v ¥
5.2.5 YMInayy Browse... ivaiRanfaauiL s luTuTasy (cer) anniiuliiaadalnsluiusasy

waILNN WA lUTUT09Y I@]Uﬂ@n!&l “Save’

& ¢ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
Browse...

n Save As

1 B » ThisPC » Desktop v 0 Search Desktop j o]

Organize ~ New folder - a
8 This PC " lame Date modified

P 3D Objects 7/8/2025 8:01 Al
[ Desktop 7/4/2025 949 AN

%l Documents v L >
File name:'E I v
Save as type: | DER Encoded Binary X.509 (*.cer) v

Cancel

- ~ Hide Folders

Page 18 of 28
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5.2.6 Lialiannaa

5.2.7

o

€ £* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C

\Desktop\cer,cer Browse...

Next Cancel

uwianaila “Finish” tWaiaTa fauwnsutasinglususasy

€ &* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:
File Name C:\Users\aungkana, tho.PCC\Desktop
Export Keys No

Include all certificates in the certification path No

File Format DER Encoded Binary X.509 (*.cer)

Finish Cancel

I DI ddan13lF91u Token
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5.2.8 nvauaaInsulad lalususasy (.cer) d159 uaznatly “OK”

*
€ &~ Certificate Export Wizard
Completing the Certificate Export Wizard
You have successfully completed the Certificate Export wizard.
You have spedified the following se Certificate Export Wizard
File Name PCC\Desktop)
Export Keys
Include all certificates in the certiff The export was successful.
File Format P9 (*.cer)
< >
Finish Cancel

529 NN llsunIy SafeNet Authentication Client Tool %adnannse Token

\8an “Import Certificate...”

I DI ddan13lF91u Token

ﬁ' SafeNet Authentication Client Tools - X
THALES
. . .
SafeNet Authentication Client @012
V@S:leNleheﬂﬁcabonCiﬂTwls DEHRESNBESMNB
v -4y Tokens
v i®s Test Tl e Test A
> User certific Initialize Token... Hardware
> Orphan Obj SodoNet Tok
i en JCO
# Settings Log Off from Token
26} Clent Settings 0x027d8fac
ng: Change Password... 32767
e
Log On as Administrator... Token JC
Change Administrator Password... mwa 177
Set Token Password... 100a.0) -
Unlock Token... Present
TOKEITFasSWOrg Tetes 15
Maximum Token Password retries 15
Token Password expiration No expiration
Administrator Password Present
Administrator Password retries remainina 15 v

thalesgroup.com
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5.2.10 liidan “Import a certificate from a file” aﬂﬂﬁuﬂﬂﬂu OK

2

5.2.11 15an Wdlususesy WINANA .cer N

@ SafeNet Authentication Client Tools - X
THALES
SafeNet Authentication Client 2012 e
” % :;fe'xc::m &) Import Certificate _ Test l A X
™ ﬁ i A
> &
» 19 SafeNet Authentication Client THALES
353 Clent 5t
fi onal certificate store
(@) Import a certificate from a file
Cancel
Token Password Present
Token Password retries remaining 15
Maximum Token Password retries 15
Token Password expiration No expiration
Administrator Password Present
Admiistrator Password retries remainina 15 v

thalesgroup.com

8913 Import 141 Token MN%UNALJY “Open”

® safeNet Authentication Client Tools X
SafeNet Authentication Client

\S’( Certificate Selection X

4 B> ThisPC > Desktop > v & | SearchDesktop »

Organize v New folder B M @
Aafiunuin A Name Date modified Type &

= ispe /147205951 A Securiy ¢

5 7/14/2025 8:39 AM Personal |

25 8:01 AM File foldes

7/4/2025 9:49 AM File foldei|

6/30/2025 %:04 AM File folde:

6/27/2025 10:32 AM File folde:

6/26/2025 2:37 PM File foldes

6/24/2025 10:36 AM File foldei

5/29/2025 10:10 PM File folde:

4/28/2025 2:19 PM File folde:

1/25/2025 2:03 PM File folde:
12/9/2024 9:29 AM File folde v

v < >

File name: | cer.cer v] ‘Cmiﬁcateﬁla (.pfc*plZ*ce v

e
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5.2.12 WaINUUWINBILULEAINTT Import certificate #1159 udINAYW OK

@ SafeNet Authentication Client Tools

SafeNet Authentication Client

- X

THALES

01?78

v (8 SafeNet Authentication Client Tools
v -4 Tokens
vi@  Test
> 5] User cerfficates
> Orphan Objects
# Settings
{é} Client Settings

DHREN|PELE D

Token name _ . Test
Token category Hardware
SafeNet Authentication Client Tools X
0 Certificate was imported successfully,
Mask version 10.0(a !
Token Password Present
Token Password retries remaining 15
Maximum Token Password retiies 15
Token Password expiration No expiration
Administrator Password Present
Admini Password retries 15

5110

127

thalesgroup.com

=nydkluiuTesy Jluuy PKCS11 Nildaaasaglu Token uda #lfausanin Export wiath

2anan Token o uaazldamansatlususesy llgnuld Hasann Private Key lu Token

alisundsaaninle
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6. &aa Token Password

6.1 nsabaa User Password

[

laainn3aIAIHa Administrator b3 ax15avinATLA b baadsit

6.1.1 AAN2NNTa Token UaLAEN “Log On as Administrator...”

\s' SafeNet Authentication Client Toals

SafeNet Authentication Client

201?28

x

THALES

v -(8) SafeNet Authentication Client Tools @RERENIBESMN B
v -4§ Tokens
viR L Test
x =1 1 Initialize Token.. Aungkana Test
> User certific =
7 2] Orphan Ot Log On to Token... SafeNet Token JC 0
i Senngs 0x027d8:
0% Client Settings Change Password... fac
Import Certificate... ?:7:7
Rename Token... 027D8FAC
SafeNet eToken 511
l e S I it 0
ange AJmInistrator Password... Jnknown
Set Token Password... eToken Java Applet 1.7.7
10.0(2.0)
Unlock Token...
nlock loken.
Token Password retries remaining 15
Maximum Token Password retries 15
Token Password expiration No expiration
Administrator Password Present

Administrator Password retries remainina 15

thalesgroup.com

6.1.2 lsunsuazlila Administrator Password udanatlu OK

@ SafeNet Authentication Client Tools

SafeNet Authentication Client

@ ¢

\2‘ Administrator Logon
v -(S) SafeNet Auth

x

v g; quens
v f:& - SafeNet Authentication Client THALES
> % Qq
‘E‘f‘ O»er?S:i Enter the Token's administrator Password
Token Name: Test
Administrator Password: ||

Current Language: EN

OK

I DI ddan13lF91u Token
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TDI%

ddan13lF91u Token

6.1.3 ARNYINNT Token BNATI LAILABN “Set Token Password...” 1iNa@d User Password hA%

g‘_?, SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client @012 e

v (8 SafeNet Authentication Client Tools PPREEEN|@EN 2
v -« Tokens
v - Test
> &1 User certiic Initialize Token... :n'::ana Test ~
| are
- & opran o) Log On to Token... SafeNet Token JC 0
B a Setings 0x027d8fac
4G} Client Settings Change Password... =
Import Certificate... 160
Rename Token... 027D8FAC
SafeNet eToken 5110
Administrator Logoff Token JC
Bl Unknown
Set Token Password... eToken Java Applet 1.7.7
Unlock Token... IO,
Token Password refries remaining 15
Maximum Token Password retries 15
Token Password No exnirati

6.1.4 MNUUINNTAIAN User Password sl LLaﬂﬁﬁwé'tyﬁ'ﬂHniﬁﬂgﬂ ) 8an N

“HTaAU “Token password must be changed on first logon” LLﬁ’mﬂﬂqu OK

§ SafeNet Authentication Client Tools -

S f N . A P | a® a® ~]" "
a e 5_‘?; Set Password: Aungkana Test X

THALES

v.® sxenet s D3TENet Authentication Client

Safe
voal
v
. [5] U Token Password: [I |
&9
: a g Confim Password: | |
46} Client Set]

(] Token password must be changed on first logon

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals. and special characters (such as . §. &, %).
Current Language: EN

Enter a new password.

OK Cancel
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TDI%

6.2 n3Abasl Administrator Password

6.2.1 AAN2NTa Token ¥iM3Lian Log on as Administrator

(S) safeNet Authentication Client Tools - x

THALES

SafeNet Authentication Client 20128

v.®

e Adrericaion e Toos (31 B (BN | B 5 of & @

® Test
‘! =1 Initialize Token... Aungkana Test ~
> User certific
> ] Omphan Ob} fardwore
Log On to Token... SafeNet Token JC O
% Settings
48} Client Settings Change Password... 0:027dBac
N 32767
Import Certificate... e
Rename Token... 027DBFAC
SafeNet eToken 5110
Token JC
aNge Administrator Pas Inknown
Set Token Password... eToken Java Applet 1.7.7
100(.0)
Unlock Token...
nlock Token.
Token Password retries remaining 15
Maximum Token Password retries 15
Token Password expiration No expiration
Administrator Password Present
Administrator Password retries remainina 15 Y

thalesgroup.com

6.2.2 1& Administrator Password ufnaila OK Liia aa4 Log on 8na3d lasdiinadannuududian

@
[

v 3 v ld o { 1 o« A o o [ o v
ATBRNNAUIID ‘ﬁ(‘l"ﬂZLL&@]G"HW%’J%ﬂiGﬁLﬁaal%ﬂ’ﬁlﬁi‘ﬁﬁwﬂ mnmﬁmmumﬁaag LL%Z%’IFL%

Initial Token Y% taslususasy ﬁa%ﬂu Token 9zQnayaan LLazvl,&imu'ﬁmjﬁu"l,@T

® Administrator Logen X

SafeNet Authenti Administrator Logon x | THALES

Enter the Token's administratq g Incorrect password.

Token Name:
Administrator Password: i OK i
Current Language: EN
———> Retries remaining before the token is locked: 14 ‘ oK Cancel

#Inla Administrator Password a3UaNNlUsunInivine Ly Token azfantiud

Qs ] L4 U A/ ] v = v v
(error @3n) waz Token azlimusnldnule nydiftazlimusoudlaldnnnad glenudas

& o -
T8 Token LLaﬂmmaw lwummu

Locked Taken K |
the

iter
ken N3 The token is locked as a result of too many failed
administrator logon attempts. Contact your administrator. -
the

iter

o]

#5 remaining before the token is locked: 0 oK I Cancel
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7.

nrdagnuilas Password

7.1 wWaeu User Password

'
SNy o

7.1.1 nafidyanwaiuilos 9antulminn1sAanu191% Token LAZLEDN “Chang Password”

@ SafeNet Authentication Client Tools

SafeNet Authentication Client

- X

THALES

@Ppi?2e

V@Safemmmmmummh PPREN BEELSEB

_ Test
15 Lser Cermm Initialize Token...

. > & ophanob
4§ Settings Log On to Token...

: 46} Client Settings I Change Password... I
mport Certificate...

Rename Token...

Log On as Administrator...
Change Administrator Password...
Set Token Password...

Unlock Token...

Token Password retries remaining
Maximum Token Password retries
Token Password expiration
Administrator Password

Admur Password retries

Aungkana Test
Hardware

SafeNet Token JC 0
(x027d8fac

32767
160

027D8FAC

SafeNet eToken 5110
Token JC

Unknown

eToken Java Applet 1.7.7
100(a.0
Present

15
15

No expiration
Present

13

thalesgroup.com

7.1.2 mnﬁfu’ldiﬁaﬁﬂqﬁu 1 839 wazasrnnaeunlng wiauladudusiarinnlng uinatly oK

@ SafeNet Authentication Client Tools

- X

THALES

@ Change Passworc Test

SafeNet Authentication Client

THALES

Current Token Password: ‘

New Token Password: [

Corfirm Password: {

numerals, and special characters (such as |, §, #, %).

Current Language: EN

Enter your cument password.

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains uppercase letters, lower-case letters,

OK Cancel

X

yi?é

0%

I DI ddan13lF91u Token
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7.2 11l aw Administrator Password

o

A o
7.2.1 NANRTY

@ SafeNet Authentication Client Tools

SafeNet Authentication Client

ansoainuwdas antuliainunfda Token Ldan “Chang Administrator Password”

X

THALES

@Ppi2e

v (8) SafeNet Authertication Client Tools
A L far:

. # Settings Log On to Token...

46 Client Settings Change Password...
Import Certificate...
Rename Token...

] Orphan Obi

Initialize Token...

Unlock Token...

Token Password retries remaining
Maximum Token Password retries
Token Password expiration
Administrator Password

Administrator Password retries remainina

DEREN|BELE D

Test ~
Hardware
SafeNet Token JC 0
Ox027d8fac
32767
160
027D8FAC
SafeNet eToken 5110
Token JC
Unknown
eToken Java Applet 1.7.7
100(@.0)
Present
15
15
No expiration
Present
15 v

thalesgroup.com

7.2.2 ¥nn13L8 Administrator Password ﬂﬁ]ﬁgﬁ'u 1 @39 WaTAIF Administrator Password 11al wiau

ﬁuﬂ'mﬁ'achuua:n@ﬂu OK

@ SafeNet Authentication Client Tools

X

THALES

SafeNe

v -(8) SafeNet Auth|
v -u§ Tokens
V@ And

> HIU

] > 0

[ LS
484 Client Set|

@ Change Administrator Password: Aungkana Test

SafeNet Authentication Client

X

THALES yize

Current Administrator Password: |

New Administrator Password: I

Confim Password: |

A secure password has at least 8 characters, and contains uppercase letters, lowercase letters,

numerals, and special characters (such as |, §, #, %).

Current Language: EN

Enter your cument password.

OK

thalesgroup.com
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8. 19 Setting Password Quality

&, 4 'y o a & o A
MIAIANIaW Va9 Password WdaNulaaanuungsdn laudnnllsunsy SafeNet Authentication

a

Client Tool Mnuunanaanunivulas 1ian Setting uaznawny Password Quality LtWariwualIaw b

284 Password

w

THALES
SafeNet Authentication Client 2012 ¢
v (S) SafeNet Authentication Client Tools Password Qualty Advanced
v 4% Tokens
v- @& Test ’ -
) ser M““Es Minimum length (characters): 4 =
= - Maximum length (characters): 20 =
!U} Minimum usage period (days): =
h Maximum usage period (days): z
Expiration waming period (days): <
History size: 10 <
Maximum consecutive repetitions: 3 =
Must meet complexity requirements: None v
Manual Complexity Rules
Uppercase letters:  Permitted v Numerals: Pemmitted
Lowercase letters:  Pemitted Special characters: |Pemitted v
Set to Default Save Discard
thalesgroup.com
P
lﬂﬂ%l“).l ANNKRNEY

Minimum length (characters)

FRUATIWINAIDNBITIUG1VBITHE Token 9289 User Laz Administrator

Maximum length (characters)

NUIUAIBNBIFIFAVBITAE Token 119U849 User Uaz Administrator

Minimum usage period (days)

MrAnasIwIRIRIuE NI 1TIRE User e

Maximum usage period (days)

fnuadwiniugiganananinldsia User la

Expiry warning period (days)

UUAIBLIILFaUIRE User WuABIEE NI
A a v A o 4 o f e oA ' ’~
- Wadnmsudadon ldsunsnazldiufuusna User lniviud wdsnaunsanasnian

16 wngslidasmadaousialni

History size

o o o A o o A o v o ° o o o
fvuaswusishwifzuazi i e ldlddlsamanninauunlddld

Maximum consecutive repetitions

° o { " | 1 o
ﬁ]’]u’Juaﬂmizﬁa’]N’]iﬂsﬁ’]ﬂu@aLuad‘l@ﬁﬂﬁ!@Iui“aN'\u

Must meet complexity requirements

fvuadaulunseasia

- None : lifwiua azlgarsnesiduazlsile
- At least 2 types : aasiladnatias 2 dszinn
- At least 3 types : dasdasinattas 3 Uszian

- Manual : snunIafvnua latasinazliiisasnesdszinnluutie

Manual Complexity Rules

fvuadonladsinnaasnes

- Numerals : @218

- Upper-case letters : @2an13Nuw g
- Lower-case letters : @28nusRaNLAN

- Special characters : 8NUTZWLAL
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